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Abstract

Frances Joscphsan

A atudy of computer on-line requliaticon:
advertising, copyright, fres spaach,
libel and privacy

>tofassor Anthooy Fulginitci

Magrar of Arta, School Publizc Relations

This rasaarch project concernsd identifying andc
detailing current and needed laws govaraing on-line
commnicat ion.

Thtrough = representative literature Teview, the author
cempiled a list of industry leaders for interview wvia
electronic mail.

The au-her surveyed 35 ‘ndividuals to gathery public
opinien on the following areas: advertising, copyright, Iree
spaach, libal and privacy. The author looked For genaral
opinicns and atiitudes.

The autnor anzlyzed the content of sach rasponse using
simple fremquencize and searchad for commeonalities within the

BUDVEY SAMp- & TaInandes.



The study identifies public opinicn regarding current
cn-_ine communication policy. However, answers and
reccrmendations concerning on-line law were not Zcound.

Respondents streased the need to identify an eniorcement

mechanism before developing legal pelicy.



Mini Abstract

Frances Jossphsen

A srudy of compurer on-line requiation:
advertising, copyrighc, [ree gpaach,
iibal and privacy
19%5

Profegeor Anthony Fulginiti

Magter of Arta, School Pablic Relatidns

This research proisct conoerned iden:ifyinﬁ and
detziling current ard nasdad laws governing Gn-iiﬂe
communicabion. on-line advertising, copyright, free speech,
libel znd privacy ware researched.

The author found that before laws can be delined, an
enforcamant mechanism must be Geveloped. Until ﬁhen,
netiquette, the unwr:ttan gulde of good rannersé@nfliHE,

remains the standard policy on-line users atill rely on.
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Chapter I

Introduction

In our technology-driven society, a new communication
medium has evolved: on-line commnication. "It is more than
just having fun with computers and modems. It 1s the start of
a social revolution, perhaps the mest important structural
advance in society in our 1ifetime."l

From their computer screens, people send electronic mail
messages, read major newspapers, magazines and books,
download new software, <¢onduct business, and hold
conversations in real time.

World wide, people are telecommunig¢ating. Whather
they're logging onto the Internst, or cne of the popular on-
line commarcial computer nstworks, such as CompuSarve,
America On Line or Prodigy, millions of people are golng on-
line. "Twenty million strong and adding a million new users a
wonth, the Internet is suddenly the place to be."2

Bill Gates, CEQ of Microscft, the world's largest
computer software company, believes the computer industry "is

all about communication. 3 However, on-line communication

isn't for computer experts only.



Anyone with a computer, meodem, telephone line and the
appropriate software c¢an log on and connect with olther
computer users anvwhere in the world. A‘Eocial teol and a
siness teol, "the Internet is the universal communications
medium of the future."?

wWith the advent of Gn—linelcﬂmmunicatiﬂn, a Hew
community has developad: Cyberspace. Cyberspace, lacking a
physical location, is an electronically induced community of
peaple linked by their computars.

Cybarspacae consists of commercial on-line sarvices, such
as America On Tine, CompuServe and Prodigy, computer bulletin
board systems, private systems, and conputer netwarks.5

Tike any community, Cybarspace has informal rulaes and

laws. Unfortunately, many members don't know what they are.
Background

Government researchers started the on-line ¢ommunity
more bthan twenky years ago. The Department of Defeznse started
AFPANET in 1968, ARPA, an acronym Lor Advance Regearch
Projects Agency, created ARPANET, the computer network for
this division. The Advance Research Projedts AJendy was 4
divisicn of tha Departmaent of Defense that awarded grant
funds.

ARPR started its computer nctwork as an experiment. It
wantad o connact the Dapartment of Daefense with i1ts military

research contractors. ARPR also needed to establish =



networking arrangement with universities working on military-
funded proje-:ts.6
Sinca 1969, thousands of computer networks have emerged.
The mest well-known computer network is the Internct. To
clear a common misconception, the Internet ig net a sole
computer network. Rather, the Internet is a computer network
which joins other existing computer networks. The Internet is

aommonly refarred to as the network of all networks. |

KReed for the study

Some leqgal experts belleve current laws don't cover
digital media. "Tha legal system is struggling to adapt
traditional doctrines ko new market structures and
technologies of information production and ﬂiﬂtribution-"g

Othar legal experts think differeatly. "The law,
cspocially as it relates to computer-mediated communication,
is constantly ¢hanqing."9

Ara thars consistent policies enforced to deal with
individuals crossing the line of legael behavior? Many experts
don't believe there are. "It'g uncontrollad, unmonitored and
anything buk gquiet. You can pull risqué or pornographic
images of the "Net” just a3 easlly as you can carTy on a
discussion of the Galileo Space Probe with somecne in
Australiz or read the San Francisco Examiner on-1ine. 1o
Rescarch suggests the Internet is3 unorganized and

chaotic. Thera is no authority with the power to remove a



user for inappropriate, or illegal behavieor. "It's the
closest thing to anarchy that ever existed," says Clifford
Stoll, a Berkeley astrencmer famous for trapping a German spy
attempting to break into United States military corn.puters.l1

Since no cne 1s in charge, no one can take care of the
wrongdoers. "What it lacks is much of a police force. The
medium is too young, too immature to be frozen in place with
rules, 2

Problems have cropped up within the on-line community.
Or-line membars receive unwanted junk e-mail; individuals
have been stalked and harassed; children wander into
unsuitable territory unsupervised; anyene can download
textual information and softwere available on-line and send
it elsewhere without the author receiving credit.

Even with a "police" presence, what is right or wrong
remains unclear. Legal issues regarding on-line
communication, such as advertising on-line, invasion of
privacy, copyright, free speech and libel need to be
documented and defined.

According to Anne Wells Branscomb in her book Who Cwns

Informaticn: From Privacy to Public Access, "There is...no

law of Cyberspace. [It is] a place or a universe cf many
places where users are making their own jurisdicticonal

boundaries and developing their own standards of fair

PlaY- ||13

On-line standards are definitely needed. Without formal,

well-known rules in Cyberspace, chzos and anarchy will remain



the norm. Brendan FKehoe, author of Zen and the Art of

Internet, writes, "The only way everyone can peacefully co-
eyist in Cyberspace is by ensuring rapid recognition of any
existing prc:)blems.“l4

Documenting existing preblems and compiling guidelines
of needed laws governing cn-line communication are the

subject of this thesis project.

5tatement o©of the problem

This research project concerned identifying and
detailing current and needed laws governing on-line
communication. The questions below were addressed and
regsearched:

. What do key on-line communicators think about the
policies governing on-line communication? Are there
policies? If so, can they be enforced?

. What guidelines need to be adopted in ragard to
advertising, copyright, free spesch, libel and

privacy?

Limitations

The author researched current policies governing on-line
behavior. Ethics, operational procedures, technical
information, differences among competing on-line

communication networks and companies will not be discussed.



The author will not discuss computer hacking incidents
or computer crime, such as fraud and theft.

Reviewed literature was limited to a specific time
frame. Due to the guickly advancing technological nature of
this topic, the author limited the literature review to the
years 1988 through May 1993.

Through the literature raview, the author ¢ompiled a
list of key on-line communicators who were interviswed via e-
mail.

From these responses, information was gathered, analyzed

and compiled.

Purpose

This project assumes that on-line users, sometimes
guilty of illegal behavior, often don't realize they are
misbehaving. Users nesd legal guidelines.

Thi= research project intendad to develop a resource
documenting recommended laws governing on-line communication.
The following legal areas are addressed: advertising,
copyright, free speech, libel, privacy.

This study documents current practices and recommended
standards according to three specific¢ groups: industry

leaders, attorneys and public interest on-line users.



Praocedures

The author reviewed recently published articles on this
topic. An abundant amount of information was availzble on the
Internet. Howavar, a smaller amount of research was available
on legal behavior.

The author obtained elactronic mail addresses for The
Internat Society, The Interactive Services Association,
flectronic Frontier Foundation and the Society for Flactronic
Accass. These organizations were contacted to acquira
information on the thesis topic. These grganizations sent
copies of their own on-line guides to the aunthor.

The apthor compiled a list of industry leaders for
ipterview via electroniec mail. This list included executivas
from leading commercial on-line companies, media attorneys.
and public interest on-line ugers who expressed an interest
in on-lina legal issusd,

The author surveyed members of the three groups. The
survey sanpla consisted of 35 people. These individuals were
placad into five groups of seven peopla. The five groups
represented the following gub-topiest advertising, copyright,
free speach, libel and privecy. Each interviewaee was asgignead
ona category of survay gquestions.

To place the individuals in groups, the author Teviewed
the participants’ on-line profiles. The author had accoess

only to America On Line member profilas. Thase profiles list,



among other things, information such ag Job descriptions,
hobbiasa and arcas of lnterast.

The author categorized these individuals according to
information within the on-line preofile. For exampla, if an
on-1ine member's profile ware listed "copyright attorney,”
the member was sent Lhe group of guestions on copyright.
Unfortunately, nolk every interviewse has an on-line profile.

Remaining participants were placed into categories in
which the author judged thay could best contribute.

The author sent. the survey to the participants' e-mail
mailboxes. The aunthor asked each individual to respond and
return the surveys through @-mail. The respunses ware
downloaded, saved, printed and reviewed.

From thesa interviews, recommendations concerning on-
line law werz gathered, analyzad and compiled. Twgal
pehaviors were categorized according to the different domains
within on-line commnication that were studied: advertising,

copyright, free speech, libel and privacy.



Daftfinition of Lerms
Flamas. Harsh comments and insults ezchanged betwoan
individuals on-line.

cyberspace. Thae medium users use to communicate via
computer.

Cyberspace. The on-line community oreated by users linked
via computer.

Newbieg. Tndividuals new to on-line community.

surfing. Exploring areas of the Internet in search of
interesting items.

The following definitiong were taken from Amarica On Line

Tour Cuidg. 15

article. Articles are textual documents intended primarily,
to be read on-line. Any article may be printed or saved,
howavar, for later egamination off-line.

ARS. A Bulletin Deoard System (BBS) 1s any central system
accessed via modem and phone lines whera data is posted Tor
dissemination among the users.

Chal. Whenever a number of people ara simultanedusly
connectad to America On Line{or an other telecommunicaticns
aervice), they may chat, or type messages to one another in
real time.

Database. A database is an organized collection of
information, usually maintained by & COmMputer.

nDigital Media. Any method of transmitting and accassing
information where the end user deesn't usae traditional
methods such as paper, radio waves, or television signals. It
is generally marked by a high degree of interactivity between

user and provider.

pownload. Downloading is the transfer of information from
one computer Lo ancther, Download is used often as both a
noun and a verb. For instance, you might download a graphic
file to your hard drive, where you store the latest
downloads.

Emoticons. characters, mostly consiating of punctuatlon,
which are meant to be viewad sideways, and which give
informaticn on the writer's emotional state.



10

E-mail. Electronic mail is private mail sent from one
computer to another. It can be replied to and forwarded and
even include attached files.

Internet. The Internet is a network of computer networks,
which are interconnected at all times. The Tnternet is
maintained by the National Science Foundation.

File. In this context, a file is a computer file (text,
graphics, program, sound, animation)} which is intended to be
downloaded to a member's computer for review off-line. Files
may be attached to e-mail or stored in libraries.

Message. Messages are posted on message boards by members
for other members to read and as such are public.

Message board. Analogous to a cork bulletin board, message
boards {or simply boards) are places where members post
messages, typically to solicit a reply or to comment on a
prior message.

Modem. This is a contraction of MCdulator/DEModulator, a
device for conveying digital information into audlo
information and back again.

On-line. The condition of a computer when it is connected to
another machine via modemn.

Shareware. Shareware is software that's typically posted on
services like ROL for distribution (via downleading) directly
to the user. Since the producer (¢r programmer) usually posts
shareware and the user downloads it, distribution is direct
and nearly without cost. Usaers are generally encouragad to
make copies and give them to [riends-even post them on other
services. This method of "pass around" distribution gives
rise to the term "shareware.” Payment is voluntary and
relatively small ($5 to $50), sent directly to the producer.
Shareware survives on the honor system. & number of
permutations have developed, among them freeware (no payment)
and postcardware (send a picture postcard to the producer).

Telecommunications. Two-way communications between
computers via modems and telephone lines.
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Chapter II

Literature review

This chapter presents highlights of available resezrch
materizl about on-line communication law.

Ggince this research project deals with the area of on-
line communicaticn, most of the rasearch was conducted on-
lire. The author accessed tha Atlantic County Library of On-
lipe Services, Stockton State Colleges cn-lire databases,
Rowan College Savitz Library on-line databasses and
CARL/Uncover, the Colorade zlliance of Research Libraries.

The following keywords were enterad inteo the computer
databases the author accessed: on-line ethics, on-line
e-igquette, on-line law, cn-line free speech, on~lins
advertising, on-Line DrivVECY. on-line copyright, Interret,
comouter networks, talecommunications, computer law, on-line
systems, capyright, and electronic publishing.

The author accessed ERIC Jourmal cltations, as well as
many natlonal newspapers, magazines and journals through the
America On Line computar network. The full text of many of

Tthese publications was available, read and reviewad on-line.
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During the research process, the on-line editions of
these popular magazines wera consulted: MagwWwcerld, Time, Hew
Republic, Wired, Cemrute, Scientifie Pmarigan, Conpect
Magazine and Newshvte.

Tae author aceuired four popular reforence guides Lo an-
line services: the Electronic Frontier Foundatlion's Guicg Eo

the Internat; _The Inbernel Regource Guice compiled by the

Maticnal Science Foundation Network Service Cenier:; the
Trkaractive Service Association's Guide to On-line Servis

and Eoealind Restick's Guide to Goipne On-lire.

Tac above guides, with the excantion of the Tnteractive

Service Association's Quide to On-lips Services, Wers sent

direcvlv to the author's on-line mallbox and deovnloaded.

The Flectrenic Freontier Foundation's Guide to the
Lnrernat, does not contain much infoymation concerping on-line
law. A brief section in Chapter Four ralges some interesting
questions concerning Fivst Amendment privileges . But, the
guide does net provice answers to these guestions.

The Nabicnal Science roundabion's Internat RgsSource

muide is similar to the Electronic Frontier Foundation's
guide. This guide eerves as an index of the Internel’s
avaiable resources. The cuide suppties informatlon on where
te find interesting areas and how to connect with them.

The InteracSive Servica Associatlion's tulde to Oop=lina

servicas 15 a nine page pamphlet. The pamphlet combailns basic

tips on how to get started with on-lins services, payment
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information, and a sma'l ssction on symbels used while

communicating on-line.
Roszlind Resnick's Cuide to Geoing On-line provides

informaticn for individuals interested in electronic media.

The cuide is arranged in a quastion-and-answer format.
writtern “of individuals interested in cn-line puklishing,

this guide contains a section with ‘nformation on electronic

vublishing righta.

Related studies

The author searched Dissertation Abstracts on CD-ROM to
locare theses concarning on-line cemmunication law. No

rasearch studiss were found concerning this topic.
significant previous work

Th= Law of Ovihcrspace, written by Zdward A. Cavazos and

Gavine Morin, is the first beeck the author found on this

~agsarch topic. This bock, ir its second printing in 1%94, is

the Tirst book to be published for the gensral public on ths

—opic of cyberlaw. Cavazos and Morin's chapters on alectronic
privacy, Internet business, copyright and First Amendmant,

wara valuable rescurcas for this research project.

Ancther valuable régSezrcll SoUrce wWas prepared remarks

fyom the 1991 Confarence on Computers, Freesdom and Privacy.

Laurence H. Tribe, Tyvler Professor of Constituticonal Law,



Harva~d Law School, was the kevnote speaxter. Tribe's prepared

remarks, The Constitution in Cyberspage: faw and Liberty

Beveond tha Electronic Frontigr ware _ocated on the Intarnet

and downloaded.

Professor Tribe believes the Censtitution can be
interoreced to cover this new medium. Some of Tribe's
interpretations and beliefs, as they pertain to this thesis
copic, are included in bhis iiterature reviaw.

The most significant source was Netlaw authored Dy Lance

Rose. Rosa is an attorney and columnist specializing in on-
lire legal issues. Hetlaw provides an introduction to on-line
law. THe text includes chaptsrs on copyright., free speech and,

privacy.

Relationship te previous work

The author attempted to discever if the punlic is
knowledgeable of existing "aws discussed in Cavazos and
Morin's book.

Tmae author sought public opinion regarding existing
laws. This thesis project will provide answers to some of the

unanswered gquestions in The Law of Cybergoacea.

Some of these questions are: Are all electronic racords
protected writing? Whe owns the right to words savet and
downloadaed from a live conversaticn on-line? Should computer
networks be held liable for likel when they know of damaging

»amarks posted te their service? These gquestions are

16



representativae of the types of questions the aathor has
seught public opinion about .,

Eose beliesves legal on-line issues are similar to legesl
ispues in the physical worlc. Rose says current law and
commer @ense play 2 large role in the devalopment of on-line
law.

Thars i3 some agreement betwsen Rose's taxt and the
zuthor's study: unanswered questlons concerning on-line law
still remadin.

The zutlor used these texcs to bulld a fraemewerk for tne
study, draw out background informatien, and Zind questlions to
ha answered through The author's survey.

Agraament and disagreement
in the f[isld

A raview of related publishad works, including books,
magazines, prepared remarks and journal artlicles, is listed
balow.

Do the rights and privileges guaranteed by the United
Stotes Constitubion eovar computer communication?

In tha following litersture review, not all legal
avperts, scholars, suchors and users agree with Professcr

Tribe.

17



advertising

Te advertising on-line accaptable? Thera 18 some debale.

In thea past, when the Internst was emly for academics,
adverciaing was [rowned upon. However, with the tremandouas
growth the Tnternet has experienced, commercialization was
boune to happer. Advertizing, naturally hacame parct of that
cnmmer:ializatiﬂn.l

Long-=ime Interpet users think the ‘ntroduction of
acver-isinc will usher in vowanted changes. nSome IThternet
denizens think ads will ruin the neighborhomdl“z

However, the Internet's segmented population, divided
into discrete interest areas, is an advertiser's d@éam. Trand
rracking individuals have jumped on the bandwagon . "The
rternet 's esbimated 10 million to 20 millicm mostly welli-
n==led usera are simply too desireble an audience to be
pasged up Oy marketers.“3

According to Jeffrey Kagar, president, Tele Cliolce
Consulting, Atlants, in the May 2, 1994 edition of
rdvertising Acs, "Advertising is effactive and accapted in
varying degrecs depending on what part of the Internat yvou
are using. Some araas are open for Fuciness today. Others
yamuire a mich more suktle a;proach."d

In an article in the May 2, 1994 issue of Adwerticing

Age, Tobert Shapire, senlor vice precident of commercial

marketing for Prodlgy., 8avs, vEventually, thers have to be

13



standarcs for the Internet on z number of topics, advertising

being 0ne.“5

Cvberspacse and the law authors, Cavazod and Morin issus

a word of adwvica: "Individuals using the power of Cvberspzce
for commercial purposes should ha wary of mizleading the
rublic or promiaing too muc:h.“6

David Plotnikeff, in an article in the San Jose Mercuryw
News, believes it's not what you sy, it's whare you say it.
“Cheoairg the richt locztion znd approach mean everything on-
line."? Post vour messages in relevant subject aress.

"Technelogy Le wne of tha mesat important resources
availabla in the market. Indeed, it can be said that the
husinessperscon who does nok Cake advantage of the newast
technological Znnovaticns iz not only failing to stay aaead
of the competic’on, but 18 falling behind as well."8

vherspaca and the Law authors Cavazos and Morin explaln

the finer points of doing business on-line but do not discuss
advertising.

Advertising on-line needs Lo he ¢learly definad.
However, just wheo will decide 18 not csrtaln. Writer angela
Cunrl, in her arvicle, The Tnternef: The Importsnce of
Neticuatte, belisves: "The final word on advertising will

coma From 1its userﬁ.“9

19
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Copyright

Do <he copvright laws that current-y cover tracitlional
mediz, rzach digital media? According to Lance Rose, an
attornsy and author of Netlaw, "there's a kelief in the air
that copyright law as we know it will die out on the computer
«10

networks.

Tha, Law of Cvperspace authors believe the gulidelines of
copyright law *n Cyberspsce will be defined as more issues
develcp.ll

Areording to Resalind Resnick, author of the Guide to
Going On-line, publisners are to blame. These individuals
s£ill use old ccntracts with outdated language that doss ot
apply to the slectronic media. These publishers need to
change the way thelr contracts are wcrded.12

Copvright problems have already creopped up cn-line.
Major magezirnas have besn sued by Ireelarnce writers for
copvright infringenmeni. "These writers claim thay never
granted their publishers the right te repreduce their printed
13

works on e.ectronic datanases or CD-ROM compnter disks.”

Atne Wells Branscomb, writing in Sciencific aAmericsn, 1s

unsure of cn-line copyright. "Under the 18746 revisioen of tha
Copyricht Law, ore must assume that any original work is
protected by an urpublished copyright untll publishad.
Conseoquently, when precisely a work is published and under
what proviso it is released are matters of considerabls legal

: ; ' fo 14
interest. Is the electronic record a 'writing?'"
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Cavazas and Morin believe eleclronic records and
bulletin boasd poscingse are protectad. TIndividuals own their
e-mail and thair messzces posted to bulietin boards and news
grovps. Once it's conpeeed, the rassage writer owns it.ls

However, 1o ¢na has a definite answer on whather Zive
chat room conversatlions arc protected under copyright. 1t 1s
rossible for live conversations to be saved in a log and
stored electronically. Thig rmeans every sSpeakelr may owa a
copvright to the conversabion. This could be considered a
15

collective worlk copvright.

Cavazos =nd Morin belleve that in regard to copyright,

computer software is alao subject to copyright 1aw.17 Not
everyone sharas this opinion. "Althougl copyright Zaw is an
eatablishaec means >f protecting against piracy, courts are
balatedly concluding that 'copyright law was not designed to
accommodate computer software protection.'“18

Harvard Professor Laurence Tribe algo fasls that
computer programs should be protected. "It violates copyright
law Lo zend commercizl seoftware to bulletin boards or on-line
aarvices. Sending shareware should abide by the zuthors'
quidelines for digtribubion. Pay close attentlen to the
digrlaimers and restrictions that often come with the
program. Some people bellieve that in Cyberspace, everyihing
should be Iree-—that information can't be Dwned."lg

Rose beiieves shareware is actually a marketing
technigue, nobt software. However, the sharewsre copyright is

not meaninglass. hbide by the program author's wickeg 2V



Free ESpeech

For over 200 years we have celebrated cur Constitutional
right to free aps=ech. Now as the electronic age has emerged,
legal questions concerning free speech on computer networss
have =smerged.

However, according to the words within the First
amendment, "U.S5. citizens and the press have broad legal
powers to communicate with other citizens, without
gignificant government interfererce. "+

Cavazes and Morin confirm our right to electronic fres
gpeech. "Most of the messages that are conveyzd in cyberspace
qualify for protection under the First Amendment to tha
Uniced States Constitution."22

Ironicalily, Cavazos and Morin balieve it is the Judicial
system that has caused this debate cver electronic frea
gpeech. "Unfortunately, our legal system iz sometimes slow to
recognize how the Flret amendrent appiles to the new media
that are ths inevitazble product of technological advances.”23

Hzrvard Law Professor Laurance Tribe believes the
Constitution can bhe interpreted te accommodate new media. In
Tribe's prepared renazks Irom his keynote address at the
Firset Conferenca on Computers, Freedom and Privacy. Trike
concludsed that, "the Framers of the constitution were very
wise indeed. They kbegueathed us a framework for all seasons,
a truly astonishing document whose principles are suitable

fer all times and all techneological Landscapes."24



Tribe agrees with individvals claiming “heir First
Amendment rights have haen viclated by computer bulletin
board asvatem operators who adited or removed a posted
messzga. First Amendment privileges only prevent btha
govermment from vielating our right to free speech.EE

vany of thase on-1line s=rvices have a large menbership.
Tt is urrealistic to expect a system operator Lo reviaw avary

posted message and analyze it for libelous content. There is
too much traffic on these individuzally owned servicea.za

Jince Tirst Amendment privilege cnly protects us fram
the goverrmenz, private on-line companies should be allowed
to issue their own policies. The judicial system needs Lo
recognize thase policies. “...To protect oree speach and
other rights of users in such private neatworks, judges must
treat these networks not as associations that have righte of
their own agains: tha government, but as virtusl governma&nts
ir thamnselvas--as entities agalnst which individual rights
must be defended in the Constitution's name . "2’

Anne Wellg Dransconb, in Sclapfific Americar, does not
bealieve chat our right to electronic fres sveech should be
without seme limites. For example, thers are cases of bullebin
boa-d services which post stolen long distance acdcgs3 codes
and credit card mumbers. "We know that electronic freedom of
speach, whether in pubklic or private systems, cannot be

abs@lute+"28



Libel

The gquestion of libel comes up in computer
communication. Defamaticn on-line will always be considerad
libel.??

Linel “s8 ircurred when an individual makes fglce
statements about arother person's character or injures their
reputation. Rose believes an Individual can suffer a damaged
reputationr from an on-line remark. "ZThis is especially true
if one's circle of business and friends is well commected ©o
the on-line world. "3Y

Crossing tha line of free speech, issuirg damaging
remarks zbout anothar individual, places con-ling users in the
defzmation arena. "Free spesch doss nobt mean one can damage a
reputation or appropriate a copyrighted work without being
ralled to account for it 031

According to Cavazos and Morin, legal exparts and
arholars heve debated on-lins libel morse then any other
computber commmnicaticons and network legal issue.32

One subissue of libel is flames-- nasty, heated remarks
betw=en users cn-line. Can flames be coneidered libel?
according to Cevazos and Morin, probably not. "Some oI the
more obnoxicus flames are not acticnable libel because no one
weuld everv believe the disparaging claims they make."33

Anotner subissue is where the ramarks are issuved. sShould

on-line computer networks and bulletin board services be held

24
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lizkle for the content of thalr messages? Cavazos and Morin
BEyY no. 3 s

Cavazos znd Morin compare Che necworks and Malletin
board cervices Lo a bookstore. Thess companies cannot 22 held
liable for not knowing the conten= of the books on the
shelves.

Profeseor Tribe helisves computer networks and bullekin
hoard services ara alan 1ike hookszorzs. Theoe networks
presant information uplozded Co Chenm in compubter format,
rather than =end out their own irformzticon. They shouvld noc
be held resnenaiblea for the content contained withip.?=

Howaver, Covazos and Morin bring up one strond argument.
Should computer networks snd bullestin board services bz held
liasle when cthey are aware of a defamatory Pﬂstiﬂg?gﬁ

The auvthor's study will attempt to answer these

queskions.

Frivaaoy

Moat paowle entar the on-line world using a pseudonyim,
or sorocen name. Thege or-line names, lize CB handless, protect
the aronymitcy of the individuzl.

Anomymity is one lssus that has nwot been addreasaed a
great. deal. But that should changs. "Tn the naxt few years,
however, we can expect lawvers znd policy makers (o coms GO
grips w'th tha issue of whether zromymity on tha Net is good

ar bad, and whether it should be toleratecd or discourageﬂ."sT



writes Mike Godwin, a lawyer who specializas in on-line legal
fasUEs.

Individuals selecat thasa mamas ta protech their privacy.
Sometimas individuals usa their true names. The nternet
address of thic auticr le Francied@acl.com. Obhera salact a
name that hag to do with tnelr prefessicon. For example,
Anthony Fulginiti is a professor at Rowan College ol New
Jarasey. Fiz screen name ic Tonyprol@aol.com.

However, if vou commiv an illagal act on-line, law
enforcement is going to want to know your true identity.
Cavaros anc Morin want to know, "will law enforcement
attempts to reveal che trua idantity of these users be judged
Lo be g vielatien of the First rmendment 772 % Some individuals
may belisva it an invasion of privacy to reveal this parscnal
information.

Aocording Lo Cavazas and Morin, disclosing personal
facts ta the public may be grounds “or a lawsuit. This
remaing unclear. This includes posting the informaticn to a
public fDrum,39

This rasoonsibility rests on the system operator. "The
operator must active'y strike the proper balance between
letting users concuct their affaire in private, and cealing
agffectively and prompoiy with ary illicit actvities thal mway
come Lo light an the system."ao

Most computer communications companlies include free e-

mail service in thair membership packages. Naturally, a-maill

is pre of the most popular on-line features.

26



Mary people rely on sgending electronic mail. The idaa of
glactronic mall, commenly called e-mail, brings up other
issuzs of privacy.

The whole aoncept of elactronic mail is similar to the
—raditional mail delivery system we uege codsy. Electronio
mail is cuick; it only tekes z few mirnutes Eo send a me3asads.
E-mail ie alse inexpenaiva. Most on-line companies include e-
rai’ darvices with their membership packages.

The messages veu send and recaive viz e-mall are
intended Lo be privata. Many indivicuals challenge thics
privacry issua. "Following a profusion ol stories widely
reported in the media, rmuch fear, uncertalnty and doubt has
been expraceed regerding the rights and cbligaticns of e-mall
providers and UseYs with privacy rights belng a matter of
comsiderable interest. "i-

Aooording to Antheny Owens in Library Journal,

"Blectronic mail & nnt private, no matter who tells you

otherwise. Someone, somewhers, down The security line has

I3
ooo2ss o messages [hab you sand to -:Jthers."'2

Fronicle of °i 2 Fducal i

,

cudith Tarnetr, in The
interviewed 2n individual who said, "Never send anvthing that
riight embarrass vou or send vou to jail.“43

bocidents happen. Sometimed mail gets sent or rercuted
to the wromg address, But unlikse the traditional meil system,
a network providar might be liable for zending a massage to

aotieone other than 1t was intendeﬂ.44 Sending mail to somecone

asther than it wasg intended viclab=s gur Fourth amandment

27



privilege. The Fourth Amendment guarancees "the right of the
people to be secure in their persons, papers, and effects,
against unrezscnanle searches and seizures.”éa
Aecording to the Electroniie Communications Privacy Act,
it is illegal to intercept or disclose private
cormunications. Victime can sus anyvole who viclates this

46

law.

Evaluation of existing research

Trere are both complementary and conflicting opinions on
the zbove arcas of on--ine commmnications law. Professcor
Laurence Tribe savs the United States Ceonstitution already
covers on-line communicstion. Cther authcrs disagres with
Tribe. These authors helleve new laws are needed.

valid and relevant infarmation was found in the reviewsad
literature “or this thesis project. The authors and writers
covered a graat dezl of information.

according to the literature reviewed, the con-line
computer communication medium is advancing quickly. The
autheor predicts more and more businessas and individuals will
rely upen this medium to conduct business and persaona’
affairs in ths near future.

The unclear laws and unanswered guesticns need to be
dafinad and documented sccerding to the opinicons of tae

pecplz that use this medium.
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Through this literature review many ques.lions were

raised. These quastiens are listed below.

Should advertising be lim‘ted to selected areas?

wWhat gtandarde need to hHe developad?

Do current copyright laws cover electronic computer media?
Ara all electronic records prozected writing?

Ar= words in a live chat room protacted? If 30, who owns
the copyright?

Does copyright apply to computer software?

Are all message=s protected free spasch?

Does editing a posting viclate our right to free speech?
Can flames be considerad libelous remarks?

Should computer netwerks and bulletin hoard services be
held liakle for damaging messages contained within? What
about when thev are aware of damaging remzrks?

Should screen name ancnymity be protectad?

Can envone read your e-mail?

Are these laws applicanle? aAre these laws anforceable?

Are now laws needed?

This research project will make a new contribution te

the field of on-line computer communication law. This

thasiepulls together the different areas and will provide

angswereg and insights according to lawyers, industry leaders,

scholars and users of on-line computer comnunication.
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Chapter III

2tudy decign

Does the Constitution and its Amendments stretch To

alectronic communication? Can the words within these historic

docurents answer guestilions concerning on-line communication

and civil libertiss?

Data needed

The author located existing laws governing on-line
communication. Current legislation covering advertising,
copyright, free gpeech, 1ibel and privacy was collected and
documented.

The author located four popular guices to on-line
sarvices: The Electronlic Frontier Foundation's Guide teo the
Internet; _The Internet Resource Guide complled by the
National Science Foundation Networkx Sarvice Center; The

Tnteractive Servica Associlation's Culide to On-line Services;

and Roselind Hesnick's Guide to Going On-line.
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The zuthor completed a repregencative lilerature Teview
to £ind copinicne and attirvdes concarning on-lins legal
kehavior.

The zuthor searched [or infommac’on and opirions
regerding on-lina law witain the on-line community. The
author posted messages to bulletin boards, conduckbad an on-
line s=arch of interactive madia atkorneys, and sent e-mail
Lo Lwo of thege attornays asking for their opinlons ol on-
line law.

Tn addition to the variocus resource cuides partaining to
cn-_ine comrunication, ralated literature was collected. Not
one piaca of literature mirrored the preclse natura of thia
thesis.

Data =zources

The members of the on-line community ware She greatest
source of iniocrmation feor this rosearch oroject.

On-line memkbers were genersus with their assistance.
Mombers directed the author toe gpacific articles to download.
other contact pacpie, organizations to contact, arnd apacific
areas to find informeiion.

The suthor postad wesfages on Americe On Line’s Cyberlaw
and Legal bulletin boards. The author asked tha masaage
raadors for cheir asgsistance ragarding this thesis project.

There are saveral areas within Lhe Anerica On Line

computer network designatad for indivicduals interested in



law. These "egal areas donvaln archives, where the author was
able to access and download relevant informatCion.

Through searching and natwerking on-line, tha author
lacatad two attormeys extremely knowledgesbhle on this tepic.

Willimm Burr was = practicing attorney in washington,
DC. During the course of Chis research projact, Burr joinead
Armerics O Tine's legal department. Burr g alsc the
represarnting counsel for Che Interactive Sarvices
Agpsoclal ion.

Furr providad the author with the e-mail address of the
members of the Intsractlve Services Association. The
membershins is made up of executives and leadsera within the
on-line communicatlon industry. These individuals were
survayad for this research project.

Steven Barber ig snobher attornsy active within the on-
line commrity. Bavher directed the author to downlozd
Harvard Law Professor Laurence [rikbe's keynaota address at the
Firs: Confarsnce on Computers, Frasedom and Privacy.

Burr and Harbar were significant coatact pecple. They
provided the author with a great deal of informaticn. Thay
2lso directed tha author to differznt areac Lo search and

dovmload intormation.
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Rasearch method

This project ldentified currsnt nesaded and recommendad
Cawa govarn.ng on-line communication, specifically,

adverticing, copyright, freedom of speach, 1ihel and privacy.

Procedures

Tae author reviewed recertly published articles on this
topic. Ar abpundant amount of informacion wss avaliable on the
Internet. However, Lhere was a amallar amount of rassarch
availzkble on legal behavior.

The author obtained electronic mall addressss for The
T=ternat Society, The ILnteractlive Services Association,
Flectroniz Frentier Foundation ard the Societvy for Electronic
Accese. These organizaticns were contacted to acqguire
information on this thesls topic. Thess organizations sent
copies of their on-line guides to the auther.

“he author posted messages on Ameriza On Line legal
Lbulletin boards asking the on-line community for taelr
zasistance. The author aszad bulletin board readsrs for kev
contact peopla and recommended [iles Lo acoasd.

The author complled a 1ist of industry leaders for
interviaw via elactronic mail. This list included executives
from lezding comnerciatl or-ling companies, media attorneys,
university and college professors, authers, Tnternst mailing
list mederators and public lncerest on-line users who

sywpreceed en interast in on-line legal lssues.
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Uging slactronis mail, the avthor surveyed snecific
areas of on-line communicazion. The author sent 35 on-line

surveve Lo gather public cpinion on the arsas listed below.

* Advertising
. Copvright

- ree Spesch
. Libel

' Brivacy

T™ie 35 individu=als were divided into five grouns aof
severl. Twenty eicht survays wara returned toe the author's on-

Tine alactranic maillboax.

Eample agelection and size

The gurvey sample comsistad of 350 individeals. Survey
participants were located through the author's reseazch and
gearching Internet mailing lists. Some particpants ware 3elf-
selects who responded to bulletin beard mesages sesking
Darticipents.

Thz survey sample wag divided into five groups of seven
individuales. To placa the individuals into groups. “he author
reviawsd many of the participants on-l.ne protfilas. The
zuthor on_y had access to America On Line member profiles.
Thege profilas 1ist, among other things, irnformation such as
joh description, hobbies and arsas of interest.

Thea author casegorized these individuals accoraing to

information within the on-lina profilss. Where matches were



mede willin Loplc areas, quesbions ware assigned. For
gxamolae, 1f an on-line member's profile listed "copyright
attorney, " the pardon was sent the group of cac3ations on
copyright. Unfortunately, not every member had an on-line
profile.

Remaining partizinants wera placed into categories
according to the author's judgement about the potential
contribution.

The fiva groups represented the following sub-toplcs:
advertising, copyvright, free speech, libel, privacy. Each
interviewse was assigned guesticns Lo answar from one
category.

This was not a scientific study. The zuthor was leooking

for general opinions and attitudes.

Data ecollection method

All communization took plzce on-line using the Internet
electran’c mail syatem. The author sent the survey ta thea
participante’ e-mall mailbowxas.

The author askac the individuals Lo save The survey LO &
taxt Zile ta read and respeond to off-ling. The surveys wore
returned to tha author through c-mzil. The responses wers
saved to disk, downloaded, saved Lo disk, priated and

revicwad.,
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Data analysis m=thod

All of the surveay opinions were collected and grouped
into the following categories: advarbtising, copyright, fre=
speech, likel ard privacy.

The author, oy herself, analyzed the content of aach
rasponse using simple frequencies. From reading the
respondent's remerks, the author categnrized the resoondent's
ancwers. The author alan searched for commonalities and
common themes within the survey sampla reasponaas.

The author grouped the atudy results according to the
toric. Takbles *nelucing the topic, guestion number, universa

ard resporses are included in Chepoer Four.



Chapter IV

Data =snalys=is

Findings

The author conducted five separate studies concerning
on-1ine communicztion. The Zindings zre listed below under
separate categories.

Twenty aight individuals responded to this survey.

Advertieging

Four individuals responded te the advertising survey.

“he author asked if on-line advertising should be
limited to selected areas. Three individuals agreed that
advertising should be lim‘ted to appropriate arsas. Cne
=aspondent did not answer the guestion.

Three respendents baelieve on-line acds shoulc only be
sent to individuals who want the ads. These three respondents
felt that cn-line ads should be posted salely in relevant
topic aresas. One individual did not answer this guestion.

Three respondents belleve on-lire advertising should he
permitted on ferums and bulletin boards. Two respondents

stated thet advertising is encouragad on some forums.



Howcwver, the advartisement must be relevant to the forum
subact or naws groupn discusalon.

The aunthor asked the respondenis whether junk e-mall 1=
permitted. The answarg wera split. Two respondsits sale ne.
Tw respordenta satd yes.

Oma of tha individuals indicatzd that some on-line
companiss charge for e-mail received. Uowanted e-m=il cosis
individusles money. Twoe respondentas falt that if junk 2-mail
cdid not coincide with an individual's interesteg Chen it
should not he allowed.

O the congrary, two reapoddents felt junk =-mail should
be allowad. One individusl compared junk e-mail to
traditional qjunk mail: throw 10 away if you ara neot
incerested.

The author asked the respondeants what tvpe of standards
are necded regarding advertising on-line. Two individuals
gaid thet balfore standarda can be defined, zn enforcement
mechanism must be developed. One particular problem
ragpondents addressed: standarde differ freom country Eo
counlery . what is legal and acceptable bzhavior in one Country
may net be lagal or acceptzble In another.

Two individuzle mentioned axisting standards:
"metiguette." although netiguette ic not legal policy, it i3
A guida <o good manners on-Ling.

shenld orn-line ads have the same lzgal restrictions as
ada in other media? All oI .be respondents sald ves. One

respondent zaid on-line ads are alrsady subject Lo Che =sama
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regulaktion ag zds in other media. Howssvar, two indivicduals
gald the glokal rature of the medium prohibits thess

restrictions from enforc=sment.

Copyright

Seven individuals reapondad to the copyright survey.

Six respondents do not fosl that current copyrigiht iaws
aderquataly cover alactronic computer media. One responcent
nelieves that current copyright laws "probakly" cover this
aroa.

Rezspondents fesl that traditional copyrigh. is difficult
to enforcz hecause of the quickly advanci=ng nature of the
Field. One respendent surmarized the situazion as follows:
laws goverring compubter media are resctive rather than
Droactive.

The autheor discualifisd the second gquestion on Che
copyright survey. The cgusstion was: Should electronic racorcs
ke considerzd "protected writing?® Five out cof saven
smepondents did not undarstand the cuestion. The guestlion was
not worded cloarly.

The zuthor agked if words in a live chat room are
congiderad copyright protected. 1L so, who owna the
copyright? four respcendents ss1d that chat room conversations
are copvright protected. Two ressondents fell Lhey were aoh

provectad. One respondent dAid not answar the gquestion.



Alzhough there wss some agreement ameng raspoidents who
beliave that chat room conversations are protected, differsnt
reasons were offered.

Three respondents helieve individuals own Eheir own
words., Chat roon conversations are perscnzl and private.
Tndividuals forfeit thelir "rights" only when asked as they
enter = par-sicular reom. The fourth rzspondent sald the
gervics provider, such zs America On Line or Compusearve, owns
the transcript of the conversation.

Two respondants who zald chat rocm words are not
protectad offared the same reason as the individuals who said
these conversations were protected. A& chat room is & public
place.

All seven raspondents belisve copyright dees apply to
computer software, freewars and shareware.

Survey responcents believe theres is Zittle authors can
do te preotact rtheir work product in Cyberspace, Wnen asked 1f
suthors can protect Lhelr work procduct in Cybersvace, two
raspondents sald ne arnd the other five said somawhat or
pronably.

authors cannct pretect their work product becauss there
is no way o contrcl what happens to it once it is publishad
on-lina. One respondent cid not know 1f there should or ever
will ke anything authors can do to protect their work.

Five respondents said authors can somewhat contrel what

happens. Thece respondents indicated that although the work
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can be copyrighted, the work cannot actually bhe protected
from somecne with dishonsast intentiosns.

When askad whether it ghould be legal to download
shareware and send them o cthers, four respondents said vyves.
ITf an individusl cownloads a freeware or shareware program
and likes it. thev pay for it.

One Zndividual saic it should rot ba legal to download
zhese programs znd send them to others. This individual owns
and operates a software company.

The last two individuals indfeated that the legal issus
cencerning software rights centers on the particular prograrn.
The author's intent muest be stipulated cn the Drogram and

observead.

Fraae Speech

Six individuals responded to the cn-line free speech
SUTVEY.

Four individuals believe that posted messagess ara ot
protected free speech. These individuals agree tThat there are
limits to elsctronic "speech."” When logged on te an on-line
sarvice, members must agree to abide by policies concerning
cherene or coffensive language and personal attacks.

Two »esoondents said posted messages ara protected
apeech. The spz2ech is protectad like NEWwspapers, bookes and =o
Q.

Four respendents Leel that editing a bulletin board or

news groun posting does not violate the right to fres speedh.



Zf offensive remarks are IZcund on an on-line service, the
service provider has the right te remove them.

Twe respondents said fras spesch s only wiclated if the
editing is done by the government. Free spesch is not
violated if the editing isg conducted by a private company or
a private citizen. Thess owners nave free speech richts too.
Thesz righze include not carrying inappropriate or offensive
gpeech of individuals who use the service.

Two respondents feel that 2diting a bulletin board or
news group posting deoes viclate the right to free speech.
Howeve:r, one respondent acknowledged that sysops must
sometines delete messages that are illegal or inappropriace.

Four respondents feel computer networks are like
bcokstores. They cannot be held responsinle for the content
of the messages they carry. Two other respondents agreed with
this compariscn, but only to an extent.

One respondernt feltb these services are like bookstores
if one is considering likel. Howsver, if one is considering
copyright iszues, the answer would be no. The cther
respondent sald computer networks are sometimes like authors,
publishers, editors and common cerriers.

All eix respondencs zaid Congress should not legislate
what i3z “appropriate languag=2" con-line.

Respondents we-e as<ed if there should ke limits to
elecironic free speech. Three respondents sald yves and threae

respondents sald no.



The individuals who replied yes sald Lthat Limites should
remain as they are now. Two of these respondents provided the
exarmple of copyright, fraud, and defaqnation. The govarsrmens
should not be ablzs to impose any additicnal limits on this
maclium.

Three regpondents said thare should net he “imitd <o
electronic fras apesch. The limits, some said, should be the
same @s they are: no different than non-electronic fomm= of

gpeach.

Libkel

Seven individuala raspondad to the on-line Zibel survey.

Thea authox askad the rospondents if flames could be
considered libelous.

Four respondencs ssid thesa ramarks could be considered
libelous. Two reapondents feel that tha same guidelines that
recqulate print communication should apply to on-lina e-mail
and messages. Although not every flame can be considered
linelonus, 1f the remarks zre intended to cauge harm, thay can
be concidered likelous.

Thraa raspondsnts believe flames cannot be consldered
lihel. Each respondent cffered a different reasor with their
rooponse

Two raspondents said it would be difficult to prova
dznage was done Lo sppeone's raputaztion on-line. The third
respondeni =said it would me difiicult to prove who actually

posted the flame. Pssswords can be #tolen. Armed with a



stolen paesword, anyore canl posh Cflames using somreone 2lsme's
nama or scrasn nama.

The author asked if computer networks and on-line
providers ehould he held -agponsible for the damaging remarks
contalined within their systems. Six respondents saild these
providers cannot be held responeible for the likelous
messages corncained within,

One respondent felt that networks and bulletin board
systens should be held accountable for likel in extremely
limited clrcumstances. No exanple was affered.

Six respondents said sydbam oparatoers should not D& held
liab’e for damaging remarks posted to their syvstems. They
said systems and BEE are public arenas. Individaals are frea
Lo express Lheir opinicns. Public communicaticon 1s protected
my the Firat Amendment. To edit content and hold the system
oparator responcible would be prohibiting fres speach.

Two respondents sald gogisty does not hold the phone
company., United States Postal Service or other common carrier
responsible Zor damaging messagee de_lvered via thetr
cervice. The zame should hold trus for on-line systems.

RES/Evscan operazors chould nobl have (o superviss what
ic said. However, if the sarvice does edit content, it should
bha hald acoocuntable as 2 newspaper publigher woipld be held
accountab_e for ocffensive, criminal or damaging content.

The author asked survey respondents i1f on-line nmembers
becoma public flourss when responding to or posting corments.

Five respondents said no. Three of thess respondents supplied
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the author with the same comparzison: an individual deoes not
hecome a public figure when thev writzs a etter to the
editor.

Two regponcents said an individual dess become a public
figure when posting a message to a bulletin board. However,
this respondent said it depends on the fecrum or bulletin

board's size.

Privacy

Four individuals respondec to the on-line privacy
SUTVEY .

The author asked whether screen name ancoynity should be
protectad. Three respondents saic it should be protected. The
fourth respondent did not know what = screen name was.

Fvery responcent said no one other than the intended
recinient should be anle to access private e-mail. However,
two respongdents said e-mall could be szarched if there were
criminal svidance. Another respondent sald e-mall should He
protected like first class mail deliverad by the United
Staktes Postal Service.

Should compznies be required to reveal tha true
identi=ies cf users who use screen names? One respondent said
vas provided the companies have the informatian. Two
respondents sald compenies should only be forced to reveal
on-line usaer's true identity if the individual comnitted a
crime. In that case, the service provider should be allowed

te turn the informatien over to ths proper autthorities.



Response summary tables

Advertising

Qucaticon 1: Should adverticing be limited to selected areas?

Ti=d

Answel Numbar
Yeas 3

Ny 0

Tid not answear

Questicn 2: Should yvou serd ads to thosse who want them and
nast only wheres i1t is appropriate?

=4

ADSWEYr Number
Ya5 3

N 0

Did not answear |1

Cueslion 3: Should advertising on a forum or bulletin board

e permitted?

n=4

Anawer Yes No
Yeg 2

Mo 0

Spacial 1
Cirounatances

Did not snswer |1

Guastion 4: Should vou be able to take user names and send

out Jjunk electren.c mail?

n=4

ANIWeT Number
Fi=1 1

o 2
Uncertain 1
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Queation H: What standards should ba developed ragarding
advertising alone?

=4

BRespondent

Angwer

1

Cannot have standards antil an enforcemrent
mechanism i3 dafined. Due to the global
nature of the madium, standards would bea
cifficult to enforce. How could vou apply
Tmited States standards to a wek site
based in Finland.

Did oot answer this questior

L] | o8]

Standarde will bhe difficult to dafins
according to the glebal nature of on-line
aarvioss. Standards have no meaninc wien
there s no enforcament machaniar to
gensure these standardes are met. Some
standards already awist: naticquetta. The
unwritten policy of do's and den'te
govarning on-line behavior.

[N

Deperds on tha hature of the forum.
Unsoclicited, off toplc aduvertising is nab
arpropriate. Junk e-mail fs inappropriate
but should not be illagal.

Queestion &: Shou~d on-line ads have “egal reastrictions
in cther media?

=4

AllSWelr Number
Yas 2

o 4]
Uneertaln 1

No answer 1

as ads
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Copvrighl

Question 1: Do current copvright laws adecuatzly cover
electronic compubtar media?

=7

Answer Number
Yesg 0

No &
Fraobzbly 1

Ouestion 2: Sheuld slectronic records be considered
"protected writlino?"

n=7

This queation was disqualiried by the suthor.

Answer Numbear
Yeg 2

No D

Did not 5
underdatanc the
cuestion

Queation 3: Ave words in a live chac room copyright
prosected? T aa, who owns the cooyright?

n="7

Answar Number
Tag 4

] 2

Did not answar {1

Cuestion 4: Does copyright aoply to commuber software
{shareware, fresware)?

n="7

Answer Numbear
== 7

Mo o




Oueast on 5: Can authors protect, Eheir work product in
Cyberspace?

="

ANSWET yumbher
You 0

No 2
Zemewhat g

Ouestion &: Should i1t be lecal to downleoad sharewars and send
it to otherg?

n="

AnEwar Numbear
Yes 4

No 1
Somewhzt 2




Free Speech

Question 1: Are all posted messages protectad free spesch?

=6

Answer Number
Yes 2

No 4

Question 2: Does editing a bulletin beoard or news group
pesting violate our right to free spesch?

n=6

Answer Number
Yeas 1

No 4
Depernds 1

Question 3: Are computer networks like bockstores which
cannot ba held responsible Zor the content of the messages?

n=a

Answer Number

=1c] 4

No 0

C-her 2

Question 4: gfhould Congress legislate what is "appropriate
languages®"

n=6

Angwer Numnber
Yes 0

Mo b

Craes-lion 5:

Should there ke limits to electronic frees spesci?

n=5

Angswer Nunber
b= 4

Mo 2




Question 1: Can flames be considered libelous?

n="7

ANSWeIL Number
Yag 4

NG 3

Cuest’lon 2:

=7

ANnswar Number
= 0

I s
Depends 2

Question 3: Should system opsrators be held liable for
damaging ramariks that have been posted Lo their system?

n="

Answar Number
reg 0

NGO s
Denends 1

Cuasticon 4: Does an on-line menber bacoms a public ficure
when responding or posting ko cooments?

="

Answar Nunber
Ve 2

Mo 4
Denaridls 1

Liheal

Should retworks and bullatin board z2ervices ba
acld lizble for dzmaging messages contained withiin?
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Ouestion 1:

Should sorsan nara aroqymity bhe probecied?

=4

ANBEWer Number
Yes ]

No 0

Do not. know 1

Question 2

Should anyone have accesg Lo your s-mall?

n=4

Anawer Number
Yag 0

No 4

Questisn 3:

should companies be reguired o raveal tha trua
identities of uscrs who use screen names?

=4

ANSWeT Number
Yas 1l

Ny [
Special 3

Clrcumstances

Privacy




Cover letter

T am conducting a thesis profect to fulfill requirsments
for = master's degree at Rowan Ucllege of New Jersey. My

thesls toplc is law govearning ot insg comminication.

I am contacting you becauss I am interested in yvour
opinieon on this specific ares below. Accarding To wy
proifessor, thia ia rvha first thes’s of it's kind at Rowan

Collags.

Plega=ze Take a momant o Fill outr £hias survey. I don't
want you te spend more than 15- 20 minutes. I am looking
for your personzl Zeelings on this arsea. Please do not do
any ressarch or ask anyone &lse for thelr opinion, just

giva me your thoughts.

T would like to include you in my theslis. Please lst ma
kriow if I gan inclveda your name and screen nam= or if you

would like this informatiosn withheld,
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Tha=k you for your time. You sre he.ping me to mzke a

gignificant corntribution to this field

Sincerely,

Francie Jossphsen

Franciae @acl . com

P.S: If you don't respond, I won't graduate May 19.

Your guestions are on the topic kelow:

Advertising
Should advertising bhe lirited to selected areas? sShould you
gend ads o those who want it and post only where it's
approoriate?
I it arceptsbla te advartias on 2 forum or Dulletin board?
Shotld vou ke able to take user names and send out junk
electronic mail®?
Do on-line ads have the same attraction as other msdia?
what standards need to be developed regarding advertising o

on-line?
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Copyright
Elegtronic pub’ishing rights. Do current copyrighl Laws
covetr elactronic computer media? Ave all &’ actronic —soords
2 protected writing?
Are words in a live chat room cCopyright protected? IL so,
whe wos the aopyright?
Toed copvright apply to computsr software (shareware,
trecware) ?
How can an author protect thelr work?

Is it legal to downlaad shareware and gemnd it te othara?

Free Speech
Are all posced messages protected Sree speech?
Doeg editing & hullet’n hoard or news group nosting violate
oury right to frae speech?
Are computer networks commen carriers like book atoras
which sarnos bae hald responsible for tace content of the
rEssades”?
What defines Znappropriate _znguage?

Should there ke limits to electronic fraa spaach

Libeal
Can f_amas pe concsidered libelous remarks?
cnould networks and Dulletin beoard sevyvices ba held liable
for damaging messages contained within? what about when
syster operators are aware of the damaging remsrks that

have been posted?
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Privacoy
Should screen name anonymity be protected?
Can anvone read your e-mail?
Do yvou balieve znvone can accsss your private mail?
Can companies reveal thelr truese identities of users who

SCreen namses?

us=



Chapbker V

Evaluatlion

™ Chaoter One of this thesis, tLhe author stated the

following two probleoms:
+What do key on-line communicataors think about tha
pelicies govarnivng on-line communication? Are there
policias? Tf Ao, can they ke enforced?
What uidelines need Lo be adopted in regard Lo
advertieing, copyright, fras speech, liksl and
privary ?

The atthor d-.d discover what key on-line communiczstors
think about policies governing on-line communication.
However, few —aspondents offersd recommendaticons or
suggestions to law and guidelireas governing on-line
communication: advartising, copvright, free speech, likel snd
privacy.

Overa.l, the author was not plaased with the information
recelved with the survey responsos.

Raspondents anewered tChe survey asction cuestlons, but
faw individuals offarad recommendatlions concerriing neesdsd or-

line laws. Docurenting recommandad on-1line laws according to
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industry leadesrs, lawyers and us=rs wasg a najor geal of this
thesis.

Instead, thizs thesis will raise additicral guestions in
nead of answers.

Interpretation

Scme people respondec to each question irdividually.
Otners summed the questicons with a brief summzzv. Although
most responcents answered the question with a vas2, no, or
depends, few respondents completed the guestlon by offering
acvice or making recommendaticng about needed laws.

The author determined answers and recomrendations
concerning on-line law were not found kecause they do not
axist. No one knows what type of law is needed or can be
developad in cvberspace. Study results indicate no cne will
suggest laws because there is no enforcenent mechanism. Laws
that cannot be enforced are uzeless.

Tmfortunately, many ssmepcendents do noc have background
in on-line law and policy. For example, only 9 of the Z8
ragpondents are currently practicing attorneys. The author
alas cdeternined, from some responses, that the respondants
wers rot even aware of law concerning the todnic.

Many respondents provided the author with strong
examples te accompany thelr answers. Interestingly, many
respondants offerad the same examples as cther respondents

with their answers.
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Tha author believes that individuales dicd not recommend
laws, guidelines or policies becalse current uzerg have neo
idea what tihoee laws should be. The mediar ‘g still Eoo new.
Policy and law makars cannot possisly keep up with this rapid
growth.

Insufficient response and feaw suggestions from the
survey populaticon prevented the author from compiling =
resourcea of recommended on-line law. Tnstead, this study
raised other questions= that need Lo be addrszged bafore

guidelines are eset.

Study conclusians

Advertiaing
Concliggions

Many of tae advertising questicns were cuasticna of
practicality, not legslity.

On-line advertising is inevitable However, the author
agraas with respondents that think zdvertisinrg should He
limited to appropriace subjeact areas.

ads on-line already adhere o the sana restrictions as
ads in other medla. For examp’ s, you cannot use deceptive
practices ta lura sustcomers or advertise child pornogranhy.

Talevision advertisers don't place aftershave zds during
children's televis®sn programming. Likewise, an on-line ad
For a venison cockbosk should net ba placad on 2 NEws group

forum discusaing archzsolegy. 1t's Just not appropriate.
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The author concludes junk e-mai> should not be illegal
bacause it is unwelcome. On-line advertisements should ba
subject to the same legal resfricticns s advertisements
placed in other mediza channels. Research results corrchorata
this finding.

Internat advertising will not get cne arrasted.
Tnaopropriste ads may =2licit flames from angry resoiplents
forced o read the ad,

Advertising con some on-line servicas conflicts with the
company's terms of service. Unethical marketing practices may
rasult in losing account privileges.

The avthor received insufficient response to Question
Five on the advartising survey. Stancards camnnct be developsd

when there 1s no snforcement policy.

Recommendations

On-line advertising should ke permitted. Users can click
thorotch or ignore ade they do ros wart =0 s8a8s. Lika
publication readers, ¢n-line ussrs do net have to view
uninterasting ads.

There is no way to aveid on-line advertising. Sharp
marketers find the medium toe attractive. Howsver, when
advertising on-line, advertisers shculd stick to the topic
ané pest only where appropriate. Users must Lind ocun if
advartisging 1s permitted kefore posting messages.

Tike postal junk mail, junk =-mail anncys on-line uszers.

Agzirn, no ene is forced to read the advertising message. Ths
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racailver can ignore it. et the recelwver know the purpose of
vour message. Include the word “ed” in the subject Lield,

On an on-iine servics, the user must abides by the
provider's terms of service. IL users hreak a rule, they lose
their privilege, Users should check with the on~line servics
helore sendirg ot pnsting an ad.

Tntarnet advertlsers beware: angry reciplents can talk
back. It tzkes one click of a button to respond.

E-mail hoxes have overllowed and crashed from flamas and
anory responses sant by individuals subjected to on-line

advartising.

Copvright

Conclusions

The zuthor agrees with most ~sapondents that oelieve
cur-ent copvright lawa do not adeguately zddress compuier
nedia.

Indivicdials own their own words. If somecone thought of
and typead words, they own them.

Copyrighting a document is simple. However, the main
concern among raspondents was how to enforce copyrlight
protaectiosn. o respondents kew how authars could protact
their work product from individuals with corrupt intentions.

The author agrees with respondents who balleve users own
their words in public chat rooms. However, on-line companiss

oftan sripulate in their terms of servica that thev own the



rights t¢ on-line convarsations. Some service providers
copvright transcripts from thair chat rooms.

Private companias can ratain cwnership of posted
messages and chat room logs. However, on the Internet, whare
thers iz no owner, —ndividuzls cwn their words.

The zZuthor agreses with respondents in regard to computer
software, fresware and softwars copyvright: copyright does
zpply. The copyright should be ohserved and enfarsad.

The zuthor agress with resporndents that downleading
sharaware and sending it <o others is lsgal. Shareware
program writers want psople to send the program to thelr
friands. When users fracuently liks and purchase the
csharsware, the program writer =arns nore Money.

Copyrighting shareware, scoftware and fresware should
remzin as it is gpelled cut in the package or on the program
itsell.

On-line copyright issuzcs need regulation. An enforcement
mechanism is neceded before leaws are defined. Neithar the
indivicduals surveyved, nor the aurhor, know how an author can

protact intellectual property in cyberspace.

Recommendations
Users who worry sboat copyvright infringement have
opticons. Those options include registering with the Copyright

Office before uplozding or puklishing in cother media.

6
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Ugers reaed to raalire that copyrighting intellectual
provarty does not necessarily protect it Eowever, to prove
infringenent, the inf-inger wust hea caught.

Tt 1is 1ileca. to accuire or use pirated seoftware.
Software copvrighzms must be observed. Usere are expected o
zbide v the author's conditlione.

Honegiy is the bast policy concerning shareware. If
users like a shareware program, they should send the
requested amount of money to che pragram writer. Usars should
copy and pass the produet on. At tha fame time, they should
abtiide Iy the program writer's wishes.

Terms of service contracts will addrass whether an on-
_ine company retains copyright to on-line conversztions and
transcripns of logs. On-line users need to download a copy of

the terms of sorvice contract when joinlng an on-lira

COmMPaTY .

Free speech

Canceiusions

Every rescpondent gave an erphatic "ne" to Congress
legiglating what 1is appropriate language. United States
Govermment's current po_lcies regarding free spoecch should
remain =5 thay are: the seme as non-electronic L[orms of
spaach.

Individuals cannes threasen, blackmail or libel people.

Tt 13 1llegzl to disseminate or distribuke obhscenity and
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clhild pornograpny. It ig illegzel to plot to overthrow ths
covernment or contract to hire for murder. These actions are
as illegal on-line as they are in any other wedium.

Internet usenet groups, newsgroups and meiling lists are
public forums. Individuals can freesly volice their opinion on
topical issues. Other users will warn when colleacues have
crossed the line of acceptable language.

_nteresbingly, users detsrming what ia acoavntab a.
However, private comparies anc BBS reserva the right to
dalete inappropriate or offensive remarks. If a user is
offended by posted remarks, the company could lose the
clientc.

Editing and deleting posted bulletin board messages
viclates free speech only when done by the govermnent or its
employees. Privately owned companies can and do edit without
consemience. On-line providers cutline acceptable behavior in
thelr terms of service. Breaking these rules can cost usars
their access privilege.

The author agrees with respondents that felt on-line
services and BBS are like booksteres. Thase services cannot
he held responsibie for the words contained within the

dacuments on thelr "shelwves.®

Recommendations
On the Internet, users reprimand other users guilty of

tyvping offensive or inappropriate messages.



On the Internet, if users ssy scrething inappropriate or
in an inappropriate arsa, thev can expsct flames. Past
incidente exist of on-line users mzilbhoxes crashing from an
ebuncance of flames. However, individuals cannot be kicked
off the Internet.

Users must watch what they *“say” on privately cowned BES
and orn-line services. Unzuitable beshavior may cost users
their on-1ine privi.egs.

At this time, the author concludes that free speech
limits should not be any different from nor-electronic free

Spesc.

Libel

Conclusicns

In regard te likel, the same regu_ations that apply to
rprint media shoulé apply te the on-line medium.

Tf uscers deliberately sttempt Lo damage another s
reputation, they should be held accourtablile. However, on-line
1:bel iz nard to nrove. Users can claim their passwords were
stolen ard someonz else posted the offensive remarks.

Like print libel, the message must include fzlse
gtarenents made absut an irdividual's character, not just an
opinicn.

The authcr agrees with respondents that system operators
are not responsible for the content of their EBS.

Analogous’y, the mailparson and telephone company are not
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MOST II2ZPpolNdeilts ITe!l hat ISSpondililyg o COments Qose
not make an individuzl a pubklic figure. The author has mad
two conciusions on this subject.

First, pogting comments on = controversial subject do
mzke a1 individual a public figure. The zuther agr-ees with
the fellocwing comparisorn; individoals chat write letters t
newspaper editors do become public figures.

Hewevar, if an individual posts comment on a topic th
is not controversial, it deoes not make them a public figur
Tn this case, posting comments to zn cn-line bulletin boar
is ro different than putting vo a flyer or announcement It

looal supermarket bullebin board.

Recommendations

Mast raspondents don't believe that on-lins members
become public figures whan responding to or nesting commen
Howsvar, 1T on-line users post commerts on a controversial
subjact--they do become a public figure.

Libelous remarks will ks difficult to prove. However,
remarks are determined by the court to De libealecus,
individuale should be held responsibkle, not system
adminiatrators.

Tf a network or BES operatss without content manageme
then the service should be treated as 3 common carrier and

rot liakle for damaging remarks. If the network or BB2S dos



edit, hide or delete content, they shcould ke held liakle to
the same decras as newspaper publishers.

Tt is Impossible for svstem operators Co monizor avery
massage posted to their system. Especially if It 18 & popular
service that enjovs high traffic.

Syatam operators should plice a disclaimer on their
opaning bozrd or within the terms of service. This disclzimer
should re_eass tnem from responsibility of remarke posted by

ussrs.

Privacy

Conclusions

No one other thar the intended recelver should be able
te access e-mell. However, respondents have hinted that it
can be seen.

True iderntities shou-d be protected unless there are
epecial circumatances. For examale, if zhese is evidence theat
a user has committed a crime, screen rame anonymity should ke
protected., The information should ke turned over to the

proper autheoritias.

Recommendations
To protect themselvas, on-line users should not say,

type or send anything that they wouldn't mind snyone alse

seeing.
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If users want to remain truly anonyvmous, they should
stay cut of trouble. Only in cases of criminal activity, such
as send:ng child pornography, lssuing terroristic threats,
etc., will true identities be revealed. and chern, only to the

proper autharities.

Fractical influence on the field

Cyberspace is a microcosm of cur community. There are
bad guys and good guys in cyberspace. The on-line comminity
ie inhabited by the same people who live in the real world.

In regard te copvright, libel, free speech. and privacy,
most respendents favorably compared on-line mediz to print
madia. The author belisves the respondents made this
compariscen because this medium is rezad most cften.

Many respondents Zeel that the same standa-ds that apoly
to current media, such as newspapers, should apply to this
new madium Loo.

On-line services have their own policies. These private
companies cutline their policies in thelr terms of service.
Members agree to abide by these terms as z condinion of
membershion. If you break a ru_e, your access can be ravoked.

The Internet is a diZferent story. No one is in charge;
thare 18 no central command. Laws can ba broken without
penialty. Untlil scrme kind of enforcement mechanism is enacted,

rights and privileges should remain as thay are in
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traditiona]l media concerning the topics addressed in this
thesis.

Enforcement mechanisms will he difficuit to daefine and
more difficult te enack. The global nature of on-line
communicaticn will prevent ary policy from Deing set in
stone. In addition, standards diffsr among ccuntries. What is
acceptable in one corner of the world may mot he acceptable
in another. Real hurdles must be overcome.

Until enforcement mechanisms and policies are found,
LEers will continue to let indéividuals know when they have
breached ethical behavicor. The author feels that irdustry
l=aders chould ceveliop enforcement mechanisms. On-line media
iz gertainly unique. Bzcause oif the unigue and gleobal nature
of the Internst, it's going to be difficult te develcp a sst
of policies that each country could adept and enforce.

Surprisirgly, netiguette, the unwritten guide of gocd
rmanners on--ine, rema’ns the standsrd on-line users =till
rely on. Most surveyed irdividuals helieve these unwritten
policies supply the answers to many of the guestilons studied
in thisa thesis.

Asseciations interasted in developing on-line pollicy may

bha interezted n these resulte.
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Further research

Dften, questions are neot always answared with straight

answers. Instead, guesticns soretimes prompt more questions.

That is what tne author discovered at the conclusicon of this

stady.

“his study raisad mora questions.

Can cyberapace be considered a public place?
What tvpe of enforcemant mechanism nesds to be
developad?
Should political and commercial speech be viewed
the ssme on-line?
Should cn-line services restrics the speech of ite
nzers’?
Do any of the folleowing factors contribute to a
forun being reccogmized as a public place?

. Size

. Topic

. Aooess

. Length of the forum's axistencsa

. Nurher of uszers gigned on at zny given

time

Irndividuals interested in further studving on-line

advertising, copyright, frea speech, Libel and privacy can

uze this thesis asz s springbozrd.



The author originally intended to develop a handboak
That defined lagal and acoeptable sshovicor on-line in zach of
the five areas. However, the areas seen vague.
Thea surcher should have further limized her study teo just
one of the Zive toplcs.
The author recommends other ressarchers select one of

the five studias to rasearch in depth.
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